Permissions and entitlements

Quick intro into Business Central
access management

Introducing new AL objects

- PermissionsSet
- PermissionSetExtension
+ Entitlement

Upgrade considerations
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+ Defined by Microsoft * Defaults defined by Microsoft or by ISV apps :\
+ Applied to users according to their * Defaults applied to users according to their N §
license, role, group membership license, role, group membership SN

+ Cannot be changed by customers/partners + Can be edited and managed by administrators: N

Online only (on-prem deployments use customers and/or partners
FLF files) Work online and on-premises

-
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Entitlement Sales Price Yes No No Yes E :
Permission Sales Price Yes Yes No No $§
User access: Yes No No No D \\~'~

o

“Even if | am SUPER?"
“Yes."

Entitlements by type

User’s Subscription License (SL)
Essentials (CSP license)
Premium (CSP license)

Team Member (CSP license)

Azure AD + External Accountant (CSP license) Business
tenant

Business Central for IWs (non-CSP license, evaluation/trial) Central

AAD group membership + subscription

- Dynamics 365 Business Central Device Users (Group)

+ Device (CSP license)

AAD role
Global admin (Role)
Dynamics 365 Administrator (Role)




<« cC @ ttps://events1.social27.com, . s © » | = @ (mEewn §) -

Entitlements

<

N

_BLGHS st VB4 00 Am R O

€ C ® ‘events1.social27.com T s © » = @ (mewew ® -

Permissions

AN~




events1.social2?.com,

User-Defined

User-Defined

System i User-Defined

Dynamics 365 Create sa

D Dynamics 365 Post sales dc
©  D36SSETUP Dyn. 365 Company data setup System
= (] D365 SETUP COPY H Dyn. 365 Company data setup User-Defined
SNAPSHOT DEBUG S t Debug

Team Meml

M MEMBER Dynamics 365

& C @ O hitps//eventst.social27.com 4 wl/agenda/p U A s @ 3 =

EMAIL - CURRENT USER

~— ,_,./\ User-Defined EMAIL - MICROSOFT 36 Email - Mici

EMAIL - OUTLOOK REST Email - Outlook REST AP
Extension EMAIL - SMTP CONNECT Email - SMTP Connector
ESSENTIALBUSINESSHEA Essential Business Headlines Extension
IMAGE ANALYZER mage Analyzer Extension
. LATE PAYMENT PREDICT ate payment prediction Extension
User-Defined MICROSOFTUNIVERSALPR MicrosoftUniversalPrintExtensi Extension
PAYPALSTANDARD PayPalStandard Permissions Extension
PAYPALSTANDARDREAD PayPalStandard Read Permission Extension
QEDATAMIGRATION QB Data Migration Permissions Extension
System User-Defined SALESANDINVENTORYFOR Sales And Inw orecast Extension
SENDTOEMAILPRINTEXTE SendTo€mailPrintExtension Perm Extension
- S~ SIMPLIFIED BANK STAT Simplified Bank Statement Impo Extension

In the previous version of Business Central
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7945350 Script for SelectTopions command from S5
SSELECT TOP (1009) [timestoms]
. (Role 10)
. [Hawe]
[Hash)
. ($systeatd]
. [$systemcrestedat]
(Ssystomcroatedty]
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[Tasert Permission]

[Modify Permission]

[Delete Permission]

[Execute Permission]
1

L [$systencreatedat]
[$systencroatodsy]
- [$systemtodifiedat]
 [$systemtodi f1edsy )
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da/player/95499
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<nodifyPermission>1</Modi fyPermission>

3 Fle Edt Selecton View Go Run Terminal Help - o x
o 365 Administrator Urtitiec-1 @ AL SetsXmiPortal e M
> OPEN (OTORS 3 UNSAVID. base ApplcationSousce > exten:
vumsunorstsow.. 03 B L & 1 KRl versions"1. 879 ~
- 2 <Permissionsets>
User-Defined 3 Coernissionset Roleo-"FABRIGNN RENTALS® Roletames"Fabrikam Rentals™>
‘AL ExtTatiDintegrationRecord Table.al 4 <pernission>
Extension AL FAAllocation Table.al s <0bject1D>Sas1</ObjectIny
AL FAAVocations Pegel 6 <ObjectType>oc/objectTypes
L FAAutomaticbntryCodeumikal 7 <Readpermission>1</Readpernission
ik s <Insertperaission>1</Insertpermission>
” " 9 <HodifyPermission>1¢/ModifyPernission>
e e A T 10 <Deletepermission>1¢/Deletepermission
AL FACIass. Tableal u <ExecutePermission>a¢/Executepermission>
USel"Deﬁned AL FAClasses Page.al 12 <SecurityFilter />
AL FADateCalculation Codeunl. 9+ 13 </Permission>
AL FADoteType Teblead u <Permission>
R GT, 15 <Object10r5a1</Cbject 10>
o 16 <objectType>1¢/ObjectType>
AL FADepreciationfook Table.al 7 <ReadPermisslon></ReadPeraission>
AL FADepreciationBooks Fage ! 18 <Insertpermission>oc/Insertpermissions
a 19 yperai
User-Defined AL FADimensionManagement Codeu. I <Deletepernission>oc/Deletepermission
AL FAEortedgerEntries Page.al 2 <Executepermission>ic/Executepernission>
AL FAGenesaieport Codeunital 2 <securityFilter />
2 </Pernission>
2 oune 24 <Permission>
> NonscaipTs » <Object1D>soc/objectin>
3 DOCKER CONTAINERS 2 <Object Type>d</Object Type>
> DOCKER WAGES 2 <ReadPernission>1¢/ReadPeraission>
S 3 <Insertpermission>1¢/Insertpermission

20 @ 10K A 1K Base Apphcation Sourer

<Deletepermission>1</Deletepernissions

UTFOwamBOM CRIS XML & (&
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Enter AL objects!
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cen torons RENAD peraissionset 7862 "D36S ACC, RECETVABLE™

SASIANOTESTS (WORKSMCE)

outume
wow scuwTs tabl

OCKER CONTAINERS tabledata “Cany o
oCKIR AGES tal
AZURS CONTAIMIR RIGISTRY ¢
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SUGGESTED DOCKER HUB IMAGES
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PermissionSet AL object
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+  Much more readable (over XML)

+  Object names & type vs. object ID
and type ID

+  Search

+  Traceability

+  Compare, merge, review,
comment, share

+ Navigation

«  Tooltips

+ IntelliSense

+  Compilation errors

+ Hotfixing

PermissionSet 8980 “"Email - Read"

Access = Internal;
Assignable = false;

IncludedPermissionSets = “Retention Policy - View",
“Upgrade Tags - View

Permissions = tabledata “Email Account” = R, // needed to be able
to search for Email Accounts page
tabledata “Email Account Scenario” = R, // needed to
be able to search for Email Scenario Setup page
tabledata “Email Connector Logo” = r,
tabledata “Email Error” = r,
tabledata "Email Outbox
tabledata "Sent Email”
tabledata "Email Message" = r,
tabledata "Email Message Attachment” = r,

permissionset 1844 “D365 READ"
{

Access = Public;
Assignable = true;
Caption = 'Dyn. 365 Read access all';

IncludedPermissionSets = "BaseApp Objects - Exec”,
“System App - Basic";

Permissions = system "Tools, Security, Roles” = X,
tabledata “Aggregate Permission Set" = R,
tabledata All0bjWithCaptior
tabledata “Code Coverage”
tabledata “Data Sensitivity
tabledata "Designed Query” = R,
tabledata "Designed Query Caption”
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PermissionSet AL object
PermissionSet 890@ "Email - Read” permissionset 1844 "D365 READ"
{
Access = Internal; Access = Public;
Assignable = false; Assignable = true;
Caption = 'Dyn. 365 Read access all';
IncludedPermissionSets = "Retention Policy - View",
"Upgrade Tags - View"; IncludedPermissionSets = "BaseApp Objects - Exec”,

Permissions = tabledata "Email Account” = R, // needed to be able
to search for Email Accounts p

"System App - Basic";

Permissions = system "Tools, Security, Roles” = X,

tabledata "Email Account Scenario” = R, // needed to tabledata "Aggregate Permission Set” = R,
be able to search for Email Scenario Setup page tabledata AllCbjWithCaption = R,

tabledata "Email Connector Logo” = r, tabledata "Code Coverage” = R,

tabledata "Email Error” = r, tabledata itivi

tabledata "Email Outbox" = r, ‘tabledata

tabledata "Sent Email” = r, tabledata "Designed Query Caption” = R,

tabledata "Email Message” = r, -
tabledata "Email Message Attachment” = r, }

Assignable Property
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PermissionSet AL object

permissionset 9977 "D365 SALES DOC, POST"

Access = Public; Access = Public;

Assignable = true; Assignable = false;

Caption = 'Dynamics 365 Post sales doc.'; Caption = 'Post G/L journals';

IncludedPermissionSets = "Webhook - Edit"; Permissions = tabledata "Acc. Sched. KPI Web Srv. Line" = RIMD,
tabledata “Acc. Sched. KPI Web Srv. Setup" = RIMD,

permissionset 2118 "General Ledger Journals - Post"

Permissions = tabledata "Analysis View" = rimd, tabledata “Accounting Period" = r,
tabledata "Analysis View Entry" = rim, tabledata “Analysis View" = rimd,
tabledata "Analysis View Filter” = r, -
tabledata "Approval Workflow Wizard" = RIMD, }
}
&  https//events1.social27.com/msdh oW o  ® » = B

PermissionSetExtension AL object

permissionsetextension 8657 "D365 BUS FULL ACCESS - ELSTER VAT Localization for Germany" extends "D365 BUS FULL ACCESS"

Permissions = tabledata "Elec. VAT Decl. Setup” = RIMD,
tabledata "Sales VAT Advance Notif.

permissionsetextension 16295 "D365 BUS PREMIUM - ELSTER VAT Localization for Germany" extends "D365 BUS PREMIUM"
1

Permissions = tabledata "Elec. VAT Decl. Setup” = RIMD,
tabledata "Sales VAT Advance Notif." = RIMD;

permissionsetextension 9722 "D365 BUS PREMIUM - OIOUBL" extends "D365 BUS PREMIUM™

Permissions = tabledata "OIOUBL-Profile” = RIMD;
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o Let's take a look?
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Permission Sets: Extension Name
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e € Permission Sets | Work Date: 4/12/2021 0=
/7 &

:; ° O Search -+ New MREditlist @ Delete & Permissions  E® Copy Permission Set. [ import Permission Sets [} Export Permiission Sets Y =
sawzom:
s ~
ol Permission Set 1 Name
».:-.. D36SACCPAYABL. :  Dynamics 365 Accounts p... UserpDefined Syitaen Petmissions
a D365 BANKING CPY Dynamics 365 Banking User h

R AMCBANKING365 AmcBanking365Fundame... Extension AMC Banking 365 Fundamentals Object Type o
»,2, €5 2012 DATA MIG. €52012 Data Migration  Extension €5 2012 Data Migration o ’
o] COMPANYHUB Company Hub Permissions Extension Company Hub There ks nothing to show in this view

"‘g;‘" EMAIL - CURRENT ... Email - Current User Conn... Extension Email - Current User Connector

soran EMAIL - MICROSO. Email - Microsoft 365 Con... Extension Email - Microsoft 365 Connector
Hp EMAIL - OUTLOOK. Email - Outlook REST APl Extension Email - Outlook REST API

e EMAIL - SMTP CO. Email - SMTP Connector  Extension Email - SMTP Connector
3] ESSENTIALBUSINE Essential Business Headlin... Extension Essential Business Headlines Custom Permissions
= LATE PAYMENT PR. Late payment prediction  Extension Late Payment Prediction

MICROSOFTUNIVE. MicrosoftUniversalPrintExt... Extension Universal Print Integration (Preview) P bject 1D
OIOUBL OIOUBL Extension OIOUBL =T : AT VAT Gioup Ak
PAYMENT AND RE Payment and Reconciliatio... Extension Payment and Recondiliation Formats (DK)
PAYPALSTANDARD PayPalStandard Permissions Extension PayPal Payments Standard looberderd TR N e
PAYPALSTANDARD. PayPalStandard Read Per... Extension PayPal Payments Standard Table Data 4702 VAT Group Sub
SALESANDINVENT. Sales And Inventory Forec... Extension Sales and Inventory Forecast Table Data 4703 VAT Group Sub
SENDTOEMAILPRI SendToEmailPrintExtensio... Extension Send To Email Printer _—
SIMPLIFIED BANK Simplified Bank Statement... Extension Simplified Bank Statement Import

0 VAT GROUP API U. VAT Group API User Extension VAT Group Management

& S waTroAnDEROE 1 AT Ao D R R 4
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o Monica G.
L] X Web Service Access Key is being deprecated on SaaS. Please use OAuth.  Don't show me again | Show more v
Notes -
et User Group Memberships Manage =
o]
inks +
L * D365 BUS PREMIUM Links
o ° EXCEL EXPORT ACTION
2l
Speifies the name of the extension.
User Permission Sets Manage ASMAPRYE
D365 BUS PR e
EXCEL EXP Syster °
L 1
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Data or code?

CustomSettings.config includes a setting that allows on-premises
administrators to decide whether they want to continue using the
permissions defined as data or as AL objects:

S UsePermissionSetsFromExtensions: ‘true’

- Default = “true” online and on-premises.
Extensions can use new AL objects (recommended) or XML files.
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[$systeald]
[Ssystemcreatedit]
[$systemcreatedsy]
[$systemtodifiedat]
($systemtodi f1edby |

#RON [App175US] [dbo] . [Parmission Set)
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permissionset 1044 “D365 READ"

Access = Public;
Assignable = true;
Caption = 'Dyn. 365 Read access all';

IncludedPermissionSets = “BaseApp Objects - Exec”,
"System App - Basic”;

oxscmerion A SsDICe F T ETIC.
< > Permissions = system "Tools, Security, Roles" = X,
tabledata "Aggregate Permission Set”
tabledata Al10bjWithCaption = R,
tabledata "Code Coverage” = R,
tabledata "Data Sensitivity" = R,
tabledata "Designed Query” = R,
tabledata "Designed Query Caption” = R, o
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/github.com/microsoft/BCTech/blob/master/samples/PermissionSetConversion/

nvert-PermissionSets.psm1
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SQLQuery6ql - N_PE\imitrych (63)
SELLCT 108 (1000) (timestanp]
(Role 10)
(Mawe]
[Mash)
{Ssystoatd)
(Ssystencreatodst]
: (Ssystoacreatedsy]
v [$systentiodified
8 (Sayatemsi e
Pl FRON (409275051 o] [Parmisnion Set)
©
e 100% -
o) B Ao o8 essoges
Wisa Pulls Issues Marketplace Explore L o+~ -
a
o B microsoft / BCTech ®©Watch ~ 78 7 Star 160 Y Fork 86
e
3 ) .
s <> Code D Issues 5 I Pull requests %) Actions Projects 0 Wiki Security
2 Exec”,
o oo Cwseus) o
s oo w ouseun)
< : j ¥ master +  BCTech / samples / PermissionSetConversion / Go to file Add file ~
5 waldo1001 Union to Tenant permissions (#54) ' 4daysago @ History iR
3,
tion" = R, G
[ Convert-PermissionSets.psm1 Union to Tenant permissions (#54) 4 days ag

g hitps://github.com/mig
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Export permissions in XML format
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o> Table Data < /0joct Ty
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Yoo
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Seem:s like we're finally on the right path!
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