Partner telemet

What's new:
Partner telemetry features

New signal
Power BI reports for troubleshooting
Remote notebooks in Azure Data Studio

Learning resources
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New signal

events1 social27.com s @ »

’ 2019 release wave 2 ’ 2020 release wave 2

Long Running SQL queries | Outgoing web service calls
Authorization ISV telemetry pipeline
ISV key vault
Report execution time 9 Long Running AL execution
Web service calls I Extension lifecycle (ISV)

Cancelled operations Al sensitive field

Update errors Retention policy

Company lifecycle events Performance toolkit

Database lock timeouts Email module

Extension lifecycle events Job Queue

Client telemetry (page views) Rapid start | Index creation/removal

AL support (Session LogMessage) Permission lifecycle i Client telemetry (page views) (ISV)

Web service key authenticatiog
2020 release wave 1 Reporting engine 2021 release wave 1




Important URLs

// sends you to the docs overview with detailed
// documentation on all types of signal

aka.ms/bctelemetry
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// sends you to the GitHub repository with loads of
// sample KQL code snippets, dashboards, and trouble
// shooting Guides (TSGs) to help you get started

aka.ms/bctelemetrysamples

AN

Long running New signal in 17.1
AL execution

telemetry Analyze execution time of long running
AL methods

isioloixt
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Includes a breakdown of how much time
each event subscriber added to the total time

Extension New signal in 17.1

lifecycle for

app telemetry Monitor how customers
install/update/uninstall your app
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Sensitive Field New signal in 17.1
Monitoring

telemetry Analyze and monitor the operations
happening in the sensitive field
monitoring feature
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Job Queue New signal in 17.2

telemetry

Analyze and monitor performance of
job queue operations

A
2
>
=
=
B
Ny
AR

+ Job queue entry enqueued
» Job queue entry started
« Job queue entry finished (success/failure)

Permissions New signal in 17.2

telemetry
Analyze and monitor changes to
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» Permission sets

» Permission set links
Permissions added/removed to users
Permissions added/removed to user groups
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Configuration
Package
telemetry

Web Service
Key
Authentication
telemetry

Reporting

engine
telemetry

New signal in 17.2

Analyze and monitor configuration package
operations

« Import/Export
* Apply
» Delete

New signal in 17.3

Analyze and monitor usage of web service
keys used in environments

«+ Authentication with web service key
succeeded/failed

New signal in 17.3

Analyze if customers prefer RDLC or
Word report layouts
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Pageviews New signal in 18.0

in app
telemetry Analyze which pages in your app
are being used

Index creation/ New signal in 18.0
removal

telemetry Monitor when indexes are added/removed
using table extensions

Power Bl reports for
troubleshooting
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Available reports

Performance Analyze performance with a
report slice’'n'dice experience

$
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< C ® ‘events1.social27.com,

BCTech > samples > Appinsights > PowerB > Reports

% Error Report pbit

% | PartnerTelemetryTemplate.pbix

. PerfnrmE(e Report.pbit
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# PartnerTelemetryFromTi|stEnvironments

k Ap oard & Getting starts . ¥ Monitor Rename Delete

Essentials

1 hour

Failed requests p Server response time

Investigate
Application map
& Smart Detection

Live metrics

® Transaction search
®  Availability

& Failures

& performance

s Server requests Availability
Troubleshooting guides (previ

Monitoring
W Alerts
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| Cost analysis

Refresh Settings

¥ Overview Feb 22-Mar 23 v

view
% PartnerTelemetryFromTestEnvironm. 2 Acctmisiebed costs v

B Activity log

ACTUAL COST (USD)

$3.22. -

FORECAST: CHART VIEW ON BUDGET: NONE
Access control (IAM)

> Diagnos: problems
Investigate

Application map
& Smart Detection

Live metri
® Transaction search
®  Availability

$1.50

@ performanc $1.00

M Troubleshooting guides (previ.

Monitoring

W Alerts $0.00

Feb24  Feb26  Feb28  Mar2 Mor4 Mar 6

@ Accumulated cost Forecast cost

| Cost analysis

Share Refresh Downloa Settings

Feb 22-Mar 23 v

view
Impac Scope : & PartnerTelemetryFromTestEnvironm. & Acccnalated costs-

ACTUAL COST (USD)

$3.22. -

FORECAST: CHART VIEW ON BUDGET: NONE

More

Configure

Smart Detection settings
Network Isolation
and estimated cos
i $250
Continuous export

t APl Access $2.00

Vork Items

Automation

17.36 1 46:44

ularity: Accumulated v

Mar14  Mar16  Mar18

by:None v Granularity: Accumulated v

a8 Area v

|8 Area v




# PartnerTelemetryFromTestEnvironments | APl Access

AP! key Help

Application ID

More

API key description  Last Used Created On Permissions
[T

il Pro
& Smart Detection settings
Network Isolation
Usage and estimated costs
Continuous export

AP| Access

Automation

w PartnerTelemetryFromTestEnvironments | APl Access

! key Help

O Impact
; = y to chipboard

APl key description  Last Used Created On Permissions

haven k ‘Create API
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{2 C R O hpsy s0cial27. yn365bclaunchevent2021w1 layer/95766 » a7 @ » = @ ((mELTuesa i)
= H 1 ka.ms/bcperf i
a.ms/beperformance
. Dynamics 365 Business Central Performance
e E
’ i
S How to use the report See also
@ The performance report provides a multi- tive view into the perf e of one or more environments or apps (depending on how you Performance tuning guide:
+ fill in the parameters and how you have partitioned the Azure Application Insights resource). Depending on the versions of the envi aka.
ermrn emitting telemetry, you might be missing information in some of the tabs (because that signal was added inc lly over minor
o Telemetry documentation:
Lol The report is a supplement to the Jupyter notebook trouble shooting guides (TSGs). Use the report to investigate/slice'n'dice the data and the .
hg_ notebook to follow a prescribed path. Tolinatiy sanple code
© samples
e
wﬂ Sessions: Statistics on sessions that were started, client types (Ul clients, background, or web service), and user types (normal, admin, or guest). Get Jupyter notebook here:
Vergn https://githubcom/microsoft/BC
a ‘OpenCompany: Timings of the OnOpenCompany trigger (is run every time a session is created). Can show if expensive code was added here. Tech/tree/master/samples/Appln
PR sights/TroubleShootingGuides
=
o Long Running SQL Queries: Insights into SQL queries that ran longer than one second, the extensions and codeunits that called the database, 7
and corresponding AL call stacks. 5‘9"‘_' yemon Qv
2} rl:mlls-llg :
ik Database lock timeouts: Insights into SQL queries that waited for a lock longer than 15 seconds, the extensions and codeunits that called the i OLesi ' -
database, and corresponding AL call stacks.
Long Running AL methods: Insights into AL methods that ran longer than 500 milliiseconds, the extensions and codeunits they belong to, and .
corresponding AL call stacks. Want to contribute?
This report is created by the
Incoming webservice calls/Outgoing webservice calls: Timings of incoming/outgoing web service calls and their type (SOAP, OData, or API), community, and everyone is
http status codes, and the codeunit they expose. welcome (o contribute with new
ideas, bug reports and
Reports: Timings of reports, client type that ran them (Ul clients or background), and reportii gine used (Word, RDLC, or processing only) MICIOMOS:
i o . o : S oA Head over to the Github
Page views: Timings of pages visited by users, client type that ran them client or and used. repository e
o akams/bctelemetrysamples to
aet started! >
Sessions
- C @ O hipsy/events)social2?.com/msdyn3asbelaunchevent2021wl/ag iployer/95766 » Q% @ ® @
= Aad tenant Environment name Environment type Platform version a~ Client type User type Show data from < ”
. “Production _ Production 1702246322540 z::j’i:’::‘:ﬂ :“;E:::‘U‘DM'N L v 2 Mot v !
- o— Production Production 17.0.22463.22853 WebServiceClient Normal User £3 172472021 - 3232021 ?
’ Production Production 1702246322994
sanon - - Production 17.0.22463.23043
o nve Guest user?
Sdatan False
,:_‘ Count by Date and Client type
* Client type ®Background @ ChildSession ®WebServiceClient
80K
8
() 60K
et
= .
o 5 aox
g 3
a
Swucion. 20K
b
P oK
Suon Mar 07 Mar 14
3 Date
P
Count by Date and User type
User type @ INTERNAL ADMIN @Normal @ Normal User
80K
60K
€
g 40K
o
20K
() % S -
Mar 07 Mar 14 .

OpenCompany trigger



€ @ htps://events1.social.

Client type Show data from

count by Date

SQL query: long running

(> C a tips://events1.social27.com, 5
= Count AL stacktrace A Objectid Name Type Extension Count
1 AppObjectType: CodeUnit 1800 Assisted Company Setup CodeUnit _Base Application 1

AppObjectid: 10 Total 1

AL CallStack: "Type Helper"(CodeUnit 10) ReadAsTextWithSeparator line 9 - Base Application by Microsoft

“Memory Mapped File*(CodeUnit 491).ReadTextWithSeparatorsFromMemoryMappedFile line 13 - Base Application by
Microsoft

Config. Import Table in Backgr"(CodeUnit 8626).0nRun(Trigger) line 16 - Base Application by Microsoft

AppObjectType: CodeUnit
AppObjectid: 10670

AL CallStack: "SAF-T il *(CodeUnit 10670).C Standard Audit File - Tax Localization for Norwe
Microsoft
"Comnanv-Initialize*(Cadellnit 2) OnCamnanvinitialize line 2 - Rase Annlication by Micensoft
. v
SQL statement Joins SIFTs Count Max time (ms) Total time (ms) » COunt by Date and Object type
ALTER TABLE dbo."b2$Bank Account$437dbfOe-84ff-417a-965d 0 0 1 1,003.00 1,003.00 Object type ® it
ed2bb9650972" ADD CONSTRAINT

"MDF_41FESBADIBE4C3943B09B6A810D48103AABB1A932820C4B616
8F5BA2F765079DE" DEFAULT N* FOR "Name®, CONSTRAINT
MDF_916F4177A83595BA866CE25828A54FBB06BI3A43ADA79DCEE
7344168087258° DEFAULT N FOR “Search Name*, CONSTRAINT
"MDF_6523B090278E3E5F24A2C8ATEA28CIF72D709BE 1B662F34A26
BYATDBDCB6D245" DEFAULT N™ FOR "Name 2", CONSTRAINT
MDF_EC32981B44F179C99EF707FBCO0BCDC637212536687BB81395
ADSFF370BC7C3D" DEFAULT N" FOR “"Address”, CONSTRAINT
“MDF_8D3425554C6C9020ASDBE6BCE6B3F24CBB384115045D6CSEC
9391F66F 1820945" DEFAULT N FOR "Address 2", CONSTRAINT

“MDF_E4ECD64EB7TCEA93IBBDF5411DDB50AB0FS1857CB4FS830503 O
0B6D7C64FS4F420" DEFAULT N FOR "City", CONSTRAINT -

Count

ANE €£AGEOADA1INEOTICE10IIECILTIOALOAAAGFECDArOBELITA v

Date

Gobsck = Long Running S. Oy pert repart demo |

Database Lock



C @A O hipsy/eventslsocial2?.

021w 1/ag play

Count AL stacktrace

N

SQL statement

iﬂl\ ffofsjofaf+jefofvia v ©

Long running al statement

@® a 3 @ »
B3 /2472021 - 3/23/2021

Objectid Object name Object type Extension Version Extension id

Count by Date and Object type

Count

L 2 nia e b eEEmD -
s = - e
= N S [] PageExtension 1B 1/24/2021 - 32372021
2 S — i 17022463 22994 T] Table
. PR Y
* e
Z Count Method Objectid Object name Ok acttype [ Extanch .
o 1 InsertWorkflowTemplates 1502 Workflow Setup CodeUnit  Base Application L]
e 2 New - OnAction 9996 Word Template Selection Wizard Page System Application
St 13_AddTable 9988 Word Template | CodeUnit ication i
* 6086
a Method Count Min time (ms) a Count by Date and Object type
"> Onfwn 1231 1000400)] Object type ®Codelnit @Page @PageExtension @Table
oot ApplyPackageRecords. 487 1007700 2000
(] FillPackageDataFromXML 307 1003600
oD ; : 205 3036100
a UpdateStatusOfPaidinvoices 205 2982500
B ApplyPackageTables 268 25.283.00 1500
£  Company - OnAssistEdit 172 1001100
reeremon CreateNewCompany 135 18,838.00
= loponbeckage 132 283000
= ImportPackageXMLDocument 182 2830400 5 qo00
GetWebResponse 122 108%600 ©
GetResponseStream 19 1090500
OnBeforeC: OpenCompanyCreationW N7 1961600
ImportConfigurationPackagefiles 114 10300400 o
ApplyPackages 12 70,961.00
ActionFinish - OnAction 109 1884800
Init 98 10,085.00 A
OnCompanyOpen 91 10,042.00 i
v Mar 07 Mar 14
ol 6086 10.003.00 -

= @ ( mwoesvs !) B

i

i

perf teport demo | Genersl
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< G O O hips//eventsisocial2?.com/msdyn36Sbclaunchevent2021w1/agenda/player/35766 3
“
el Count AAD tenant Environment name Environment type ~ Platform version Object type
/ CodeUnit
e 2 Production Production 18.0.22590.0
™ = Page
o Pagekxtension
4+ Table
oo
*
renins Count Method Objectid Object name Object type Extension
a
e
o 2 New - OnAction 9996  Word Template Selection Wizard Page System Application
o
a
-
a Method Count Min time (ms) Avg time (ms) Max time (ms) Count by Date and Object type
& ¥ s :
7 - OnAction 2 6625100 12839950  190,548.00 Object type @Page
4 2 66251.00 128399.50  190,548.00 3
b,
2]
et
€
32 .
S

Incoming Webservice

Show data from

st v 2

3 1/2472021 - 3/23/2021

Months. v

&« C @ & https//eventst.social27.com/msdyn aunchevent2021w1/agen » a 3 © » i+ -
vroauction rroauction VLUL1E3Lea31 e 550 s e e
= | Production Production 17.021485.22555 Obatavé 204 Page £3, 172472021 - 372372021 z
Production Production 17.021485.22862,, 400 Query H
. ’ IR PR 19026000 | 404 TableData
P
e
B endpoint Count - SumTime (ms) AvgTime (ms) Count by category
L 3 MS/ODataV4/Company()/Card 1 247,10835  247,10835 Category @Api ®0DataV3 @0Datav4
e MS/QDataV4/Customer_Card_Excel 2 13439272 67,1936 20K
:f,,‘ MS/ODataV4/Customer. Card_Excel/Scount 2 12491019 6245510
a MS/ODataV4/item_Card_Excel/Scount 1 1093178 1093178 5K
e MS/ODataV4/item Card Excel 1 3,968.85 3,968.85 =
© MS/api/v1.0/customers 64 168,691.00 263580 3 10K
"’;’ MS/OData/Company()/Employees 5 12,73154 2.54631 &
LY MS/apinv2.0/companies()/items 5 5,896.50 1,17930 K
a MS/api/v2.0/customers 63 71,27468 113134
= R I T
o Total 18489 9,019,577.03 487.83 Date
e
E, Objectid  Object type ObjectName Count SumTime (ms) AvgTime (ms) Average execution time (ms) by category
0 7 13,204.90 1.886.41 Category ®Api @0DataV3 @ODataVd
101 Query Sales Dashboard 2 586377 22553 2000 2
102 Query tem Sales by Customer 2 621304 23896 s
1320 Page ExcelTemplateCompanylinfo 26 548844 211.09 #1900
2000000006 TableData  Company 374 32,902.10 87.97 £
2000000095 TableData  AP| Webhook Subscription 19 807544 42502 S
20008 Page APIV1 - items 1 11280 11280 :
20009 Page APIV1 - Customers 127 170657.14 134376 z o
21 Page Customer Card 5 50641125  101,28225 o
2718 Codeunit 15 R7262 SR17. o Mar 07 Mar 14
o Total 18489 9,019,577.03 487.83 Date
€ Goback = Incomingwebse v < m 2

Outgoing webservice

perf report demo | Genersl ~



Ly CcC A 6 social2 1w a5 @ ® = @ (menew !)
= S n: Partner tel
P AAD tenant Environment name Environment type Platform versioa  Http method Hitpcode & Object type Show data from <
- Production Production 180228610 || S el Coderit | [ vila [fwewe | |4
7/ 0 4m Page
oo | — —— A /2472021 - 3/23/2021 =
™ " Production Production 180225900 i
T —— . 18022077
o
*
Wiy Endpoint Count SumTime (ms) AvgTime (ms) Count by http code
3 hitpsy/cdn- 2 887.95 w397 Hitp code ©200 @401
® (DR i |_colour_v 6
wem  1png
c] dy y 3 952.76 31759
Mty tp 10 95994 9599 .
a Total 15 280065 18671 B
— H
Ll o
Neocatera. 2
5}
L Mar 02 Mar 04 Mar 06 Mar 08 Mar 10 Mar 12
< > Date

Objectid Object type Object name Count SumTime (ms) AvgTime (ms)

1071 Table MS - PayPal Standard Template 2 887.95 44397 o
1803 Page Assisted Company Setup Wizard 10 959.94 9599
7203 CodeUnit  CDS Envi 3 952.76 31759 o
Total 15 2,800.65 186.71

Avg time ms)

Average execution time (ms)

“aa 03 o o@EEmY -

i

« (o ] social2
~ wevcnene
- | —————— | Production Production 18.0.22590.0 3 112472021 - 3/23/2021
o— - i i 180225900
« — 18.0.22590.0
2
P
™) Report Name Object id Soum SumTime (ms) SumSglStatements SumSglRows A Extension Name Publisher Version Id
o 4 -
s Standard Sales - Invoice 1306 25 19,011.31 6943 8341 Base Application Microsoft 180219870
[ Fixed Asset - Projected Value 5607 24 10,089.64 347 303 B Microsoft 0 ——
* Notification Email 1320 14 4,085.28 4 1
g Standard Sales - Shipment 1308 12 1,501.16 20 2
a Customer - Order Summary 107 9 3542373 10080 70059
) Item List 10143 7 14,789.05 10643 10956
s Purchase Invoice NA 10121 7 25,763.86 6722 13240
] Account Schedule 2 6 318904 an 505
Wi Aged Accounts Payable NA 10085 6 1144741 2494 3537
a Customer - Summ: ing Si 109 4 1,501.74 38 58
s Total 146 323,761.22 152789 259487"
o < >
ercmers Count v =+ Average time (sec) by client type
)
i - Client type ®Background @WebClient
100
5 Fa
o =
50 E 5
2

0
Mar 01, 12AM  Mar 07, 12PM  Mar 02, 12AM  Mar 02, 12PM  Mar 03, 12AM  Mar 03, 12PM  Mar 04, 12AM

Date
o € Goback = Reports

0
Mar 07, 12AM Mar 01, 12PM Mar 02, 12AM  Mar 02. 12PM  Mar 03, 12AM Mar 03, 12PM Mar 04, 12AM

pert report demo | Ganersl
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7] events1.social27.com,
AAD tenant Environment name  Envirc
Production Prod
Sandbox Prod
Production Prod
Sandbox Prod
Page name Objectid Count
Pa rchForm 1 61
HelpAndSupport 1 18
My Settings 9176 114
Dial 1 301

Connection Setup

0365 Developer Welcome 27
CRM Full Synch. Review 1
0365 Getting Started 4
Business Manager Role Ce 902 T
Order Processor Role Center 20
Total 2216
Count

=

5

3

S

Error report

> ©@ » = e
nment type _Platform version « Client type Browser & Show data from
891

SumTime (sec) AvgTime (sec

5493.12 90.

9,055.40 76.74

8,116.23

1319921

675.86 1648

484984 1633
291.74 1459
44,716.67 2018
Average time (sec)
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Analyze errors with an slice’'n'dice experience




5. Please consult the telemetry documentation

Database lock timeouts; Queries fo

Email errors: Queries for th CTP event id
r the LC0011, LC0013, LCOO1S, LCO017, LCOOT
ies for the RTO008 event id and filters for httpReturnCode,
00E26 event id filtered with JobQueueResult == Fai

d RT0017 event ids.

the RT0019 event id and filters for httpReturnCode

Troubleshooting
Guides (TSGs)
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New tool for Install and configure Azure Data Studio

partners - Open a remote notebook

remote Run and troubleshoot
notebooks

Remote repos/microsoft/BCTech

book URL

NoteBooks

NN
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C @ & hups//events.social2?.com

& File Edit View Help

NOTEBOOKS

Search F 1 9

> SEARCH RESULTS
 NOTEBOOKS ue a

G A O hitps/leventsl.social27.com/msdyn365bclaunchevent2021w1/agenda/player/95766

& File Edit View Help

NOTEBOOKS

Search

> SEARCH RESULTS
~ NOTEBOOKS U e &

g

Books - Azure Data Studio = u) X

C R O hupsieventsisodal2i.com
& File Edit View Help

> SEARCH RESULTS
« NOTEBOOKS o e 8

Find in File: Ctrl Shif f
s e » o
Books - Azure Data Studio
Show Servers  Ctd + Shift + D
New SQL Ctr N
s ©® » = @ (mewe §) -
Books - Azure Data Studio = ] X

Add Remote Book

Location *

‘ GitHub < ‘

Repository URL *

repos/microsoft/BCTech <
Search

Releases

‘ D365BC Troubleshooting Guides (TSG) . ‘

Book *

Version *

[ 2

Language *

‘EV\ v‘




neme & File Edit View Help README.ipynb - Books - Azure Data Studio — X

NOTEBOOKS [0 README.ipynb % W

> SEARCH RESULTS Cell v D> Runall Kernel | SQL Attach to | Select Connection - & O -
a | ~ NOTEBOOKS me &8
> @ v [E] D365BC Troubleshooting Guides (TSGs) i ey S T = .

v [F] Troubleshooting guides (TSGs) bas... 2

(]
f
f
f
f
f
f
a
a

Downloading to c:\git\NonProd-TSG-Wiki\Books

README (which TSGs are good for w. Remote Book download is in progress L
Détabase iisias Remote Book download is complete|
Deprecated feature usage

Extension issues

Login issues

Microsoft connector issues
Performance issues in partner code
Performance overview

Web service issues

View Help README pynb - Books - Azure Data Studio

Troubleshooting guide (TSG) notebooks based on
partner telemetry

(require that telemetry

Quick tip! If you nee

B\

them up when runn

Which TSGs are good for what?

56 Useful for




&« C @A O hipsy/eventsisocial27.com/msdyn36Shclaunchevent ol 35766 2 s © » =
= | @ File Edit View Help README.ipynb - Books - Azure Data Studio = o o
ot NOTEBOOKS +« [0 READMEipynb X W m -
..,.., Saartks As .*I Guides-1.0-EN > D365BC Troubleshooting Guides (TSG) > content > [} README.ipynb
STSEARCH RESULTS + Cell v > Runall Kernel | SQL l Attach to[SeIec( Connection T_“ 0 O s
ey DR T i

WV E D3658BC Troubleshooting Guides (TSGs)
v E Troubleshooting guides (TSGs) bas... p
README (which TSGs are good for w...

Database issues

E

Deprecated feature usage
Extension issues
Login issues

Microsoft connector issues

Performance issues in partner code

Performance overview

03 (31 (9 (9) (9] (30 (90 () )

Web service issues

@

Use this TSG for cases related to login issues in a single environment, such as

« if one or more users cannot login (check failure reasons in authorization checks before/after
onCompanyOpen trigger
* to troubleshoot if a login issue is related to firewall/network issues at the customer site (check if

Login issues TSG

notebook.ini
web service requests get in but client requests are not present)
* to check if logins are successful again after an incident
Microsoft Use this TSG to analyze issues with connectors (Teams, PowerBl, PowerApps, LogicApps, or Flow), such as

connector issues
* |s the connector throttled?

* Connector performance
* Failure reasons (HTTP codes 401, 404, 408, 426)

notebook.ini
Use this TSG to analyze performance problems in partner code for a single environment, such as

* Sessions
Performance * Web service calls (in/out)
issues in partner * Database long running SQL queries and lock timeouts
code TSG * Report execution

* Company management (rename/copy/...)
notebook.ini * Slow AL code o

The TSG filterc telamatry an ohiert ids autcide the ranasc ticed for the haca ann and Incalizatinne (the

Performance issues
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+ NOTEBOOKS o e
~ [E] D3658C Troubleshooting Guides (TSGs)
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Database issues

Deprecated feature usage
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ﬁ Extension issues
7] Login issues
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Microsoft connector issues

Performance overview

Web service issues

Guides-1.0-EN > D365BC Troubleshooting Guides (TSG) » content > m Performance-partner-code-TSG.ipynb

TeVE

-+ cell v [> Runall Kernel [ Python 3 J Attach to | localhost J

Dynamics 365 Business Central Trouble Shooting
Guide (TSG) - Performance analysis (partner code
issues)

This natebook contains Kusto queries that can help getting to the root cause of a performance issue for an
environment

The notebook highlights issues for object ids in the ranges defined for partner code [50000..99999] and [1
mio..75 mio] and can be used to find performance problems in code in per-tenant extensions or app source
extensions.

Each section in the notebook contains links to the performance tuning guide on docs aka.ms/bcperformance,
links to the documentation of relevant telemetry in aka.ms/bctelemetry, as well as Kusto queries that help
dive into a specific area (sessions, web service requests, database calls, reports, and page load times).

NB! Some of the signal used in this notebook is only available in newer versions of Business Central, so cheb
the version of your environment if some sections do not return any data. The signal documentation states i
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* NOTEBOOKS

This workbook is desig|

Cell v > Runall Kernel | Python 3 Attach to | locz
ubleshooting g
[ﬂ README environmentName, anc

2. Detine tilters
% troubleshooting a single environment. Please provide values for aadTenantld
S onl > a config file)
SG3 are good for w nsionld (or use a config file
{7] Databa

7] Deprecated feature usage # Add values f
Y it s o It 15 possible

[ Logir

AR and extension id here

) tenant id, environment name,

leave the value for environment name blank (if you want to analyze acr

# You can either use configuration file (INI file format) or set fil

rs directly.

# If you specify a config file, then variables set here takes precedence over manu:

# config file name and directory (full path)

configFile = "c:/tmp/notebook.ini"

# Add AAD ter
aadTenantId

d and environment name here

environmentName = ""
#extensionld = "MyExtensionId"
extensionId = "

# date filters for the analysis
# use YYYY-MM-DD format for the dates (ISO 8601) °

startDate = "2020-01-20"

o
E
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Currently, eight TSGs are available
Sample Trouble ™ "' : . .
. Investigate performance issues (overview analysis)

Shooting 2. Investigate login issues

Guides (TSGS) Investigate if environments are using deprecated web

service protocol

Investigate web service issues

Investigate database issues

Investigate performance issues in partner code
Investigate extension issues

Investigate Microsoft connector issues
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Learning resources

Important URLs

// sends you to the docs overview with detailed
// documentation on all types of signal
aka.ms/bctelemetry

// sends you to the GitHub repository with loads of
// sample KQL code snippets, dashboards, and trouble
// shooting Guides (TSGs) to help you get started
aka.ms/bctelemetrysamples
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Videos about telemetry

Learn Business Central telemetry in a week

Five short videos on how-to

- get started with Application Insights (4 min)

- analyze performance using the Power Bl performance report (8 min)
- triage errors using the Power Bl error report (6 min)

- create custom Kusto queries | Dynamics 365 Business Central (9 min)

- troubleshoot issues using Jupyter Notebook troubleshooting guides
(8 min)
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So you want to learn about KQL?
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Usage of Kusto Queries
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SQL to Kusto cheat sheet

Cotgory 50K Query

Setup telemetry on customer environments
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Setup telemetry on your apps
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Start using telemetry to answer questions

Spread the word (blogs, presentations, tweets)




